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What is IT Governance?
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• Information Technology Governance, IT Governance is a subset
discipline of Corporate Governance focused on information technology (IT)
systems and their performance and risk management.

• The rising interest in IT governance is partly due to compliance initiatives
(e.g. Sarbanes-Oxley (USA) and Basel II (Europe)), as well as the
acknowledgment that IT projects can easily get out of control and
profoundly affect the performance of an organization.
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IT Governance Discipline
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The discipline of information technology
governance derives from corporate
governance and deals primarily with the
connection between business focus and
IT management of an organization.

It highlights the importance of IT related
matters and states that strategic IT
decisions should be owned by the
corporate board, rather than by the
CISO/CSO or other IT managers.



Governance Issues

Weak Decision making mechanisms

Ineffective enforcement and conflict resolution

Good and concise Policies

Jurisdiction Identification

Boundary Identification

Setting the Risk Appetite

Protecting IP

Protecting Personnel records

Understanding Stakeholder needs

Corporate Monitoring

Making the business owners responsible

Lack of Financial Resources

Understanding Fiduciary responsibilities

Understanding Business responsibilities

Linking it all together
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Legislative Issues
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What should Information Technology
Governance Deliver?

Executives should focus
on Information
Technology Governance,
and when properly
implemented it should
provide the following:



Risk Issues
Understanding Risk Appetite Understanding Risk Acceptance (Who)

Understanding Residual Risk

Accepting Residual Risk

Understanding Threats and Vulnerabilities

Understanding Control Infrastructures

Understanding Control Selection process

Risk Mitigation

Risk Assessment –v- Risk Management

Risk Reporting

Cost of Remediation

Understanding the Risk Process

Risk Integration – Linking it all together

Ensuring the correct people are involved

Control Linking

Risk Differences:
Fraud
Business
Financial
Technology
Process
People
Tax
Governance
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What are the IT Governance Characteristics?
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• A general theme of IT Governance discussions is that the IT
capability can no longer be something the business doesn’t
understand and that IT must also understand the business and its
needs.

• Handling of IT has always been an issue for board-level
executives because of the technical nature of IT, therefore , key
decisions were left to IT professionals. IT Governance implies a
system in which all stakeholders, including the board, internal
customers and related areas such as finance, have the necessary
input into the decision making process.

This will prevent a single stakeholder, typically IT, being blamed
for poor decisions. It also prevents users from later complaining
that the system does not behave or perform as expected – very
important for IT
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What are the IT Governance Characteristics (2)?
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Most importantly - The board needs to understand the overall
architecture of its company's IT applications portfolio … The board
must ensure that management knows what information resources
are out there, what condition they are in, and what role they play in
generating revenue…
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Security Issues



External Threats



Internal Threats



Physical Security



IT Governance Goals
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The primary goals for information technology governance are:

(1) assure that the investments in IT generate business value

(2) mitigate the risks that are associated with IT.

This can be done by implementing an organizational structure
with well-defined roles for the responsibility of information,
business processes, applications, infrastructure, etc.



Disciplines to support IT Governance
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Service Level
Management

Availability
Management

Service
Continuity

Financial
Management

Capacity
Management

Security
Management

Business
Relationship
Management

Supplier
Management

Incident
Management

Problem
Management

Asset
Management

Change
Management

Release
Management

Enterprise
Architecture

Project
Governance

Business
Technology
Optimization

Training

Organizational
StructureStrategic

Planning



What can help you?
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Understand applicable Compliance landscape
ISO 20000/ITIL – Service management
ISO 27001 – security management
COBIT/ITGI
CMM - Maturity
Six Sigma - Quality
Balanced Scorecard - Metrics (Monitor, Measure and
Manage)
Understand Business need and respond accordingly



Example IT Governance Structure



Harmonization with existing
BS/ISO standards & guidelines

Additions:

ISO 27799 Health Informatics - Security
Management in Health using ISO 17799

ISO 19077 Software Asset
Management

ISO 15489 Effective Records
Management

ISO 21188 Public Key infrastructure for
Financial Services

ISO 18044 Incident Management

BS 8470 Secure Disposal of
confidential material

BS 8549 Security Consultancy Code of
Practice
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Questions?



20

Thank You!

Presenter Steve Crutchley
Email: scrutchley@consult2comply.com
Telephone: 571 332 8204/703 871 3950
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